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Abgtract : To solve the safety problem of IM ,a scheme of instant message is brought forward on the
foundation of mixed cryptography. The scheme of the mixed cryptography of instant message flow is ex-
pounded. The implementation based on java platform is given. It is testified that the scheme can prevent
from the attacking of listening and replaying ,and strengthen the safety of instant message.
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Fig.1 Mode of secure communication based on mixed cryptography
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Fig.2 System flow chart based on mixed cryptography
3.1 Socket [ *InetAddress IP
Socket (3) I/ O Uni-
, code (Reader) (Writer)
, BufferedReader in = new BufferedReader (new
Socket Input SreamReader (server. get Input Sream()) ) ; Print-
Writer out = new
(D Socket Server Socket PrintWriter (server. getOutput Stream() ) ;
Socket 3.2
Server Socket server = new Server Socket (2136) ; /
| * Socket 2136
, 1024 65535 */ Socket
(2) Socket Socket , / ,
Socket 3247

Socket client = new
Socket (InetAddress. getl ocal Host () ,2136) ;

(1)

Hashtable
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Fig.3 Format of messgae/ order package

/ :

Public void sendPbk (String command , String
toUser ,String msg, String fromU ser , Socket sock-
et ,Object ps) throws IO Exception{

ObjectOutput Stream out = new

ObjectOutput Stream (socket. getOutput Stream
0);

Date time = new Date() ;

Hashtable hashkey = new Hashtable() ;

hashkey.put ("COMMAND" ,command) ;

hashkey.put (" ToUser" ,toUser) ;
hashkey. put (" Message" ,msg) ;
hashkey.put (" Time" ,time) ;

hashkey. put (" FromUser" fromU ser) ;
hashkey.put (" PS' ps) ;

out. writeObject (hashkey.toString()) ;
out.flush() ;

}
(2 Data

[SCAF AN B A1) [ 47 17 fir & b )
[Filename][Packing][Orderflag]
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Fig.4 Format of binary data package

Input Stream ips = socket. get Input Stream () ;

Bufferedinput Stream br2 = new Bufferedinput-
Stream(ips) ;

Datalnput Stream dis = new

Datalnput Stream(br2) ;

byte[ buf = new byte[551];/ * */

byte[ Jbuf Name = new byte[64] ;

if (dis.available() > =64){

dis. read(bufName) ;

}

StringBuffer filenameBF = new StringBuffer
0;

/= 64 60 */

for(inti =0;i <bufName.length- 4;i + +){
if (bufName[i]! =0){

filenameB F. append( (char) buf Namel[i]) ;
1

| * 64 */
Boolean Slag=true;
for(inti=0;i <4;i+ +){

if (bbufName[60 +i]! =1){/ *

1 */

dlag =false;
H

String fn =filenameBF. toString() ;
flag =true;
if (flag) {

requester =" KeyServer :\ "+fn;
sendDat (fn +"pbk. dat") ;/ *

*/
}else{

dos=new FileOutputStream(fn) ;
if ((dis.read(buf)) ! = - 1){

dos. write(buf ,0 ,buf.length) ;
}
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dos.flush() ; 0;
3.3 KeyA greement
DH , ka= KeyAgreement. getinstance ("DH") ;/ *
*/
(1) DH ka.init(prk) ;/ * */
D HParameter Soec DHP = new ka. doPhase(pbk ,true) ;/ * */
D H Parameter Soec(skip1024Modul us ,skip1024Base) ; byte[ ] b = ka. generateSecret () ;/ *
[ * skipl024Modul us DH ,Skip1024Base */
DH */ 3.4
Key Pair Generator

Kpair Gen = KeyPair Generator. getInstance("DH") ;/
* */
Kpair Gen.initialize(DHP) ;/ *

*/

KeyPar Kpair = Kpair Gen. generateKeyPair () ;/ *
*]

PublicKey pbk = Kpair. getPublic() ;/ *

*/

PrivateKey prk = Kpair. getPrivate() ;/ *

*/

) :

/ * */

Filelnput Stream fis = new
FilelnputStream(args[0]) ;

Object Input Stream obj = new

ObjectInput Stream(fis) ;

Public Keypbk = (PublicKey) obj. readObject () ;
FilelnputStream f = new Filelnput Stream (args
(1D ;

ObjectInputSream ob = new ObjectInputSream
(f) ;

PrivateKey prk = (PrivateKey) ob. readObject

raas

5 6
Fig.5 Windows of server startup

Fig.6 Windows of server monitor

Ciphercp = Cipher. getInstance("DES") ;/ *

*/
op. init (Opher. ENCRYPT_MODE,dd. desKey ()) :/
* */
Filelnput Sreamsin = newFilelnput Sream (args[0]) ;/
* */
FileOutput Streamfos = new FileOutput Stream (args
(1D = */
CipherOutput Sreamcout = newGpherOutput Stream

(fos,cp) ;/ * CipherOutput Stream */
while((b=in.read()) ! = - 1){
cout. write(b) ;
}/ * */
4
Java ,
2136 ,3247
5 10 5 10 ,

Fg.7 Windows of user login
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FHg.9 Windows to send message
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Fig.10 Windows to accept message
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